Abstract-The advent of cloud computing has enabled organizations to take advantage of cost-effective, scalable and reliable computing platforms. However, entrusting data hosting to third parties has inherent risks. Where the data in question can be used to identify living individuals in the UK, the Data Protection Act 1998 (DPA) must be adhered to. In this case, adequate security controls must be in place to ensure privacy of the data. Transgressions may be met with severe penalties. This paper outlines the data controller's obligations under the DPA and, with respect to cloud computing, presents solutions for possible encryption schemes. Using traditional encryption can lead to key management challenges and limit the type of processing which the cloud service can fulfill. Improving on this, the evolving area of homomorphic encryption is presented which promises to enable useful processing of data whilst it is encrypted. Current approaches in this field have limited scope and an impractical processing overhead. We conclude that organizations must thoroughly evaluate and manage the risks associated with processing personal data in the cloud.
I. INTRODUCTION
In the UK, information relating to living individuals is regulated by some of the most rigorous privacy legislation in the world. The Information Commissioner's Office (ICO) regularly has cause to use its powers to enforce the Data Protection Act 1998 (DPA). Punitive fines can be imposed, often running to hundreds of thousands of pounds, depending on the nature and impact of the data breach [8] . There is at present no duty to disclose a data breach to the ICO [9] ; however the obligation to adhere to the DPA is a serious one, with severe penalties for non-compliance [10] .
Whilst managing their statutory obligations, most organizations are also duty bound to make cost effective use of their computing resources. One means of reducing costs is the move from traditionally hosted computing services to those present "in the cloud". Cloud computing can offer flexibility, convenience and resilience for essential business services, usually at a reduced total cost [2] .
Martens, Walterbusch and Teuteberg [22] present a model to assess the total cost of ownership (TCO) of cloud computing services. By taking advantage of shared environments in a multitenant model, computing service providers can deliver systems over the Internet which often makes a compelling proposition.
However, as an evolving computing paradigm, the risks to data privacy must be carefully balanced with any prima facie benefits of cloud computing. Initial deployments of cloud computing systems have been secured using existing technology, such as secure sockets layer (SSL) and public key encryption. However, as the technical vulnerabilities of a shared data processing infrastructure become better known, it is apparent that new means of securing data in this environment must be sought.
Whether any business will take up public cloud computing services depends primarily on their appetite for risk, versus the expected cost savings. In many cases businesses are avoiding the uncertainty of using cloud services in preference for a more assured security posture [1] . To fully enable the take up of cloud computing, new approaches to storing and processing encrypted data in a shared environment must be developed. This paper's contribution is in presenting details of UK privacy legislation in the context of cloud computing. Detailed research has been carried out in the computer science literature on the latest techniques for processing encrypted data in a shared computing environment. A critique of these approaches is offered and the conclusion drawn on the efficacy of these approaches. Final comments are made on the open issues which will be the subject of future work.
The rest of this paper is structured as follows. The background to current data protection legislation is presented in Section 2, with specific reference to the security principles of the DPA reviewed in Section 3. Concepts of cloud computing are discussed in Section 4. Following, in Section 5, the applicability of the DPA and implications of a data breach are considered. Measures to achieve data compliance are presented in Section 6 with a review of approaches to encryption. Anticipated future developments are discussed in Section 7, and final conclusions are drawn in Section 8.
II. DATA PROTECTION LEGISLATION
Legislative instruments are in place in parts of the western world giving individuals certain rights over the data which is held about them. Specifically in the European Union (EU), the Data Protection Directive of 1995 [23] required member states to enact their own local legislation, giving a consistent www.ijacsa.thesai.org approach to data protection across nations. As a consequence of this, the UK enacted the DPA [5] . It is this act which provides the basis for a discussion of data protection here, but of course the principles could apply in parallel across other EU member states.
The United States has no single piece of legislation providing a comparative basis for data protection. Instead, a "sectoral" approach is taken, with different business areas required to comply within their own framework of regulation. Examples are the Health Insurance Portability and Accountability Act of 1996 (HIPAA) [25] , and Federal Information Security Management Act of 2002 (FISMA) [26] , which apply to the health insurance industry and federal agencies respectively.
Given the differing approaches to privacy legislation, there would not ordinarily be a simple method of comparing the levels of data protection afforded by various industries in the US and EU. To smooth the path to global trade (where the sharing or export of data is required), the US and EU have worked together to develop the "Safe Harbor" scheme. The EU regulations have stricter privacy controls in general, so US companies can be assessed for Safe Harbor, which ensures they meet the EU "adequacy" requirement for data privacy [21] .
III. UNITED KINGDOM DATA PROTECTION ACT 1998
A brief summary of the DPA is presented here, with particular note being made of the act's relevance to cloud computing. All references are drawn from the online record of the legislation published by Her Majesty's Stationery Office [5] .
The scope of the DPA is restricted to systems processing personal information which could be used to identify a living individual. With respect to cloud computing (or any other computing platform), this initial test of applicability will determine whether regulatory compliance is required for that system. Three roles are defined by the act. They are the data subject (the person to whom the data relates), the data controller (who determines the purpose and manner of data processing) and the data processor (who carries out processing of the data on behalf of the data controller). In a cloud computing environment it is most commonly the case that the data processor will be a third-party company providing cloud services. It is essential then that the data controller and data processor have a clear understanding of the nature of their relationship, and their obligations under the act.
The act lists eight principles which define how data may be processed [24] . These can be summarized as follows: Most of the principles should be met through the operational business processes of the data controller. It can be seen that purely technical measures will not enable compliance with the act in respect of many of these principles. However it is principles seven and eight which warrant closer scrutiny in a cloud computing environment.
IV. CLOUD COMPUTING

A. Definition
Often described as an emerging computing paradigm, cloud computing is enabled by the conjunction of multiple maturing technologies. For some years it has evaded a clear and concise description; however this has evolved as the technologies used have become more established.
A definition of cloud computing is provided by the National Institute for Standards and Technology (NIST) in their Special Publication 800-145 [14] . Five key attributes are present in their definition:
 On-demand self-service -the consumer is able to provision the service autonomously  Broad network access -access is available from heterogeneous devices and network media  Resource pooling -a multi-tenant model enables economies of scale for the service; location independence is often a feature here but in some cases the customer can restrict the physical location of their resources (e.g. by country or data centre)
 Rapid elasticity -depending on demand the resource available can be scaled up or retracted  Measured service -the model enables pay-per-use accounting, with only the resources used being charged for.
As well as the defining cloud computing characteristics, [14] also offers definitions of three service models:
Software as a Service (SaaS) -access to an application is provided as part of the service. The customer has no control over the applications infrastructure or how it operates, other than processing their data (which may entail choosing some application level settings.) An example is the Customer Relationship Management (CRM) system provided by salesforce.com.
Platform as a Service (PaaS) -the consumer is able to deploy applications to the cloud infrastructure but is not able to influence the underlying architecture. System components can be implemented as middleware, harnessing the cloud-service processing power as they interact with other components. An www.ijacsa.thesai.org example is Google's AppEngine service where a range of web applications can be integrated using Application Programming Interfaces (APIs.)
Infrastructure as a Service (IaaS) -in this model the capability to provision lower level system components is provided to the user. Decisions can be made as to the size and type of resources such as processors, memory, network and storage. They may usually choose the type of operating system and application software which is deployed to the infrastructure. Amazon's Elastic Compute Cloud (EC2) is a prime example of an IaaS offering. Weinhardt, et al., [29] provided an early representation of this model in their Cloud Business Model Framework. Their work highlights the evolution of cloud computing, differentiating it from the earlier grid computing paradigm. A graphical representation of this is reproduced in Figure 1 , which summarizes this layered approach to cloud platforms [29] .
B. Data Protection Implications in Cloud Computing
Drawing together the requirements of the DPA and the definition of cloud computing, it can be seen that some challenges and risks to compliance in this environment are brought about. Introducing a third party as a cloud service provider changes the data processor role as defined by the act. Therefore the relationship between the data controller and data processor must be clearly defined and respective responsibilities well understood. A written contract is required by the DPA between the data controller and the data processor, requiring that "the data processor is to act only on instructions from the data controller" and "the data processor will comply with security obligations equivalent to those imposed on the data controller itself" [7] . In this guidance, the ICO also describes how organizations should be aware of the possible "layered" nature of cloud computing services. That is to say, a data controller may use an on-line web application from cloud provider A (as SaaS), however that provider may also be using cloud provider B to host its services (as IaaS.) These potentially complex relationships and roles (with respect to the DPA) must be well understood.
Principle eight of the DPA says that personal data may not be exported outside of the EEA, unless adequate data protection controls are in place. As noted, US companies may be accredited for the Safe Harbor scheme to demonstrate that their controls are adequate. Therefore when choosing a cloud service provider it is essential to understand broadly where personal data will be stored, restricted to territories within the EEA or others with "adequate" data privacy controls. This must be the subject of binding service agreement such that the data controller's obligations under the DPA can be met.
V. IMPLICATIONS OF A DATA BREACH
Aside from the short term effect on staff productivity, the primary implications of a data breach against a business or other organization are twofold.
Firstly, if the entity was deemed to be negligent in contravening the DPA, the ICO has the power to act in some way. Its range of powers includes the criminal prosecution of those who contravene the act, and the issuing of monetary penalties of up to £500,000 for serious breaches. This would be the case where the security measures in place were not sufficient, counter to principle 7 of the act. It is recognized however that not all data breaches are equal; the ICO will take a different view of a breach due to poor procedural controls on the part of the data controller than it would where a criminal act is committed by a malicious attacker. Guidance published by law firm Pinsent-Masons states "a data controller will not be in breach of the Act if it can show that appropriate security measures were taken" [15] .
The second aspect of a data breach is the reputational damage which follows if (or when) the event becomes public knowledge. Note that there is currently no requirement in the UK for organizations to report data breaches [9] . Future legislation may change this. Draft EU legislation is being discussed which would enforce the requirement to notify local data protection authorities and the data subjects of a breach [3] . The reputational impact may have varied effects on the organization, including reduced customer loyalty, reduced amount of new business, increased customer turnover and potentially a reduced share price for stock market listed companies [16] .
Clearly the impact of a publicly known data breach goes beyond the lost effort of resolving the immediate issues, and the financial penalty imposed by regulatory bodies. Organizations must therefore balance the risk of a data breach occurring, with the cost of any measures which are put in place to prevent such breaches.
VI. MEASURES TO ACHIEVE DPA COMPLIANCE IN CLOUD COMPUTING
A. Symmetric Encryption
The use of encryption is recognized as a means to achieving DPA compliance by ensuring that only authorized parties can read the personal data in question. The suitability of solutions for encrypting data in the cloud depends on various factors which include, inter alia, the number of users requiring access, the nature of data sharing between users, the level of computation the cloud system is required to perform and the quantity and structure of data in question.
In proposing a simple encryption scheme to protect data, a further challenge arises, since encrypted data cannot normally be processed in the cloud (as though it were stored in the clear.) Whilst this approach provides a good degree of security assurance, any agent that does not have the necessary key to decrypt the data is unable to interact with it. In this sense, the cloud is reduced to providing data storage at a third-party facility. This may be desirable in some cases, but the capability of providing some kind of remote processing of data may be required.
Puttaswamy, Kruegel and Zhao [17] identify that when processing data it is often the case that the actual value of some data elements does not need to be known. It is therefore feasible to encrypt some data and still carry out useful operations on it. This type of data they describe as functionally encryptable, that is, data which can be encrypted without affecting the functionality of the application. In their system "Silverline", they describe a multistage framework to achieve this.
The method includes automatically identifying functionally encryptable data, managing keys to encrypt and decrypt data shared within role-based groups of users, and providing transparent data access through a scheme of trusted and untrusted web browser interface components.
Their results show that for some common web applications about 70-80% of data could be encrypted by this system. The focus on automation is designed to allow an easy transition for existing web applications to using this encryption model in the cloud.
There is however a significant drawback in the approach of partial encryption. Whilst it is convenient to take an existing application and automatically modify its behaviour to encrypt some of its data operations, there is no assurance that personal data would be considered functionally encryptable for the application in question. In that case there is no advantage to using the Silverline system as a means of increasing security to achieve DPA compliance.
A system relying on symmetric encryption key management is proposed by Litwin, Jajodia and Schwarz [11] . In their scheme, each user has their own symmetric key which is used to encrypt data uploaded to the cloud. All symmetric keys are also uploaded to the cloud but remain hidden by some means. If a user wants to share data with another, they unhide their symmetric key so that they are both able to decrypt the data. This approach, whilst sound in so far as can be applied, is limited in its potential. It works along the lines of traditional file sharing permissions, applying encryption, and using key management as a method of granting and revoking access. It does not leverage the computing capabilities of cloud systems beyond data storage and sharing.
An alternative approach to enabling cloud computing for security-sensitive businesses relies on separating data storage and data processing providers [28] . Interfacing between these services is an independent encryption/decryption service in the cloud. This approach enables service providers to be selected based on differing levels of trust, with processing being handled at a highly trusted cloud service, and (encrypted) data storage at a less trusted facility.
B. Homomorphic encryption
It is recognized in the field of cryptanalysis that the ability to process data whilst it is encrypted would open the way to new distributed computing models, with reduced risks to data privacy. In effect, the data processor would be able to carry out some operations on the data without actually being able to decrypt it. This was recognized by Rivest, Adleman and Dertouzos in [18] where a set such functions is described. Their work is an extension of the earlier paper which described the RSA public key cryptosystem [19] . The correlation comes about because RSA encryption is homomorphic for multiplication (but not addition).
Homomorphic operations can be carried out on data without decrypting it in the conventional sense. An inherent limitation is noted in [18] , however, in that comparison operations would not be allowed under such a model. If that were the case, then a malicious user would be able to carry out a simple binary search of encrypted data, and once a comparison match was found, would be able to deduce the unencrypted value. In identifying the possibility of privacy homomorphisms, Rivest, Adleman and Dertouzo [18] opened the way for further work to find computationally practical implementations.
A fully homomorphic encryption (FHE) scheme is one where arbitrarily complex operations can be carried out against encrypted data. Gentry [4] described such a scheme based on ideal lattice cryptography.
It is recognized however that this is computationally impractical as the amount of effort required increases rapidly as the security level increases.
Attempts to refine and enhance FHE schemes continue. In addition to new cryptanalysis techniques, some trials attempt to speed up the encryption and decryption processes with massively parallel programming techniques using graphics processing units (GPUs).
Single-digit improvements in performance are reported [27] . Whilst providing some improvement, this does not in itself make such techniques practically useful.
A somewhat homomorphic encryption (SwHE) scheme can carry out some set of defined operations on encrypted data. Naehrig, Lauter and Vaikuntanathan [12] describe a SwHE scheme based on the "ring learning with errors" problem, which exhibits good performance. They also describe some real-world cloud computing scenarios where the limited functionality of SwHE could be employed.
Research continues into developing a comprehensive fully homomorphic encryption system which can be implemented using practical computation resources. López-Alt, Tromer and Vaikuntanathan [13] describe how multiple parties can encrypt their own data for collaborative processing in the cloud, whilst retaining privacy over their original data. This is implemented using an enhancement of NTRU encryption, an efficient public www.ijacsa.thesai.org key cryptosystem based on lattices, originally developed by Hoffstein, Pipher and Silverman [6] . NTRU is fast and scalable when compared to other public key crypto systems; it is claimed that for increases in the message length n, the encryption and decryption requirements of NTRU increases with n 2 , where RSA increases with n 3 [6] .
When encryption is applied to cloud computing systems the matter of key management becomes problematic. Some challenges around user access management become apparent in this case:
 How do we revoke access to data for some users without having to re-encrypt data?
 How do we avoid collusion between users and the cloud provider?
 How are changes to user privileges managed?
Samanthula, Howser, Elmehdwi and Madria [20] propose a scheme to handle such key management challenges using homomorphic encryption and proxy re-encryption, whereby encrypted data is re-encrypted for a new recipient without having to decrypt it first. This approach gives some benefits in handling user management for data sharing but their focus neglects the need to process data in the cloud. For example, if encrypted data is written to a database, the database process itself would either need to decrypt the data or carry out FHE operations on it to do any useful work. In the former case the same risk is present, in that the database process may be compromised allowing a malicious attacker to read the data. It is the latter case, that is, finding a workable FHE scheme which remains elusive.
The future implications of being able carry out computational operations on encrypted data are not yet clear. It seems likely that if an encryption scheme is available which has low management overhead, yet retains privacy amongst untrusted third party service providers, the potential for enterprise take up of cloud computing will greatly increase. However the current restriction of being unable to carry out comparison functions seems to limit the actual usefulness of this approach in processing information.
VII. FUTURE WORK
In the field of cryptography, work continues with the focus of finding either a FHE scheme which is computationally efficient, or a SwHE scheme which is sufficient to meet specific use cases. In both scenarios the goal is to find a system which is effective and has a manageable overhead in terms of its operational processes, for example, key management.
When applied to cloud computing, techniques which rely on encrypting partial data attributes or managing symmetric encryption keys require a certain amount of application customization. They may provide some assurance that DPA compliance can be achieved but the development overhead means such approaches are largely bespoke.
For organizations concerned with DPA compliance, current approaches to cloud computing are primarily based on risk management. This requires consideration of factors in three areas.
Technological risks of using cloud systems. Resources are available which highlight some technological risks [1] but this is an area which continues to evolve. Periodic assessment of the weaknesses of cloud computing and the capabilities of threat agents should be undertaken.
Legal obligations. Notwithstanding the operational and reputational impacts of a data breach, there is a requirement to provide security which is 'good enough' for the organization. Measures must be taken to ensure data privacy based on the perceived risks and appropriate to the nature of the data.
Organizational relationships. Cloud computing simplifies the deployment of technology, but adds complexity in organizational relationships. Multiple third parties may be involved, either at inception or in the future. There must be a clear understanding of the responsibilities and obligations of all parties.
VIII. CONCLUSION
Cloud computing presents a valuable opportunity to organizations, enabling services which are not only cost effective, but flexible, resilient and accessible from anywhere on the Internet.
There is of course no variation in the legal framework with respect to cloud computing; organizational obligations remain consistent in this regard. Clarification on the applicability of the DPA is available from the ICO and supporting resources are published by proponents of cloud initiatives.
Encryption of sensitive data is recommended by the ICO as a means to preserve data privacy. However using traditional methods limits the applications where cloud computing can be used effectively, and presents major challenges in key management.
The evolving field of homomorphic encryption appears to offer promising opportunities here.
By using specific encryption schemes, it is possible to carry out useful operations on encrypted data without ever having access to the unencrypted data. Early work has demonstrated the principle, but resulted in impractical computational workloads. The secure processing of encrypted data by a third party is not yet practicable.
Organizations must be cognisant of the implications of using cloud computing services, taking a risk based approach specific to their circumstances.
